Abstract -In light of the staggering evolution of mobile technologies, the concept of mobility is gaining more attention worldwide. Recent statistics demonstrate mobile channels' increasing significance in outreach and service delivery. However, governments and businesses face a challenge in reaping the benefits of mobile platforms: how to confirm the authenticity of mobile users and transactions. Mobile devices, by design, are well suited for enabling authentication and digital signing services, similar to traditional PC and laptop environments. But although various implementations support different authentication schemes, they still do not instill sufficient levels of trust and confidence. In this article we explore the practice of mobile identity management. We provide an overview of how EU countries tackle mobile identity. The main part of the article sheds light on the solution framework adopted in the United Arab Emirates (UAE) to address, recently launched mobile government transformation initiatives. Taking into account the newness of the topic, the content of this article should fuel the current limited knowledge base and trigger debate around the presented approaches.
Introduction
The snowballing of mobile phones and smart devices has brought the concept of user mobility to the tables of policy makers and practitioners in government and private sectors. Today's citizens are unique, demanding, and participative (Jacobson, 2001) . Innovations in mobile devices and apps, directional and location-aware capabilities, personalization and cross-link experiences, all give citizens more control over where, when and how they engage with organizations. Mobile self-service businesses models are compelling niches into which organizations in all industries are moving (Macciola, 2013) .
User mobility means a single user's use of the same or similar telecommunication services at different places, with services following him or her (Sørensen, 2011) . Having recognized the opportunity, the mobile industry has been developing at explosive rates. Almost half the world population now uses mobile communications. According to the World Bank, global mobile penetration reached 91% in Q3 2013, with nearly 7 billion mobile subscriptions worldwide (Ericsson, 2013; Fitchard, 2013; ITU, 2013; Portio Research, 2013) . See also Figure 1 . The mobile market is expected to grow even more strongly on the dimension of connections over the next five years, with 3 billion additional connections expected by 2017, representing annual growth of 7.6% (Atkearney, 2013) . In 2019, there will be 9.4 billion mobile subscriptions around the world, and 5.6 billion of them, or 60 percent, will be linked to a smartphone (Fitchard, 2013) .
In general, such constant increase in penetration means growth in the mobile app market as well. According to a recent study, 102 billion apps will be downloaded from mobile app stores in 2013, nearly 40 billion more than in 2012 (Gartner, 2013) . Total revenue of app downloads is also expected to increase from $18 billion last year to $26 billion by the end of 2013 (ibid.). See also Although the mobile industry is growing at an incredible speed and pace as illustrated above, the business world has not yet taken full advantage of this platform. Among other challenges, identity management in mobile environments hinders progress. The foundation of any service delivery platform is the ability to verify identities. Mobile identity management practices are very fuzzy and confusing. No standard solution exists that may confirm the authenticity of the identity of mobile device user and of the transaction as well.
In this article we attempt to address this topic more pragmatically. We explore how governments are trying to handle identity management in mobile environments. To do so, we review practices in European countries, and also provide some detailed insights into developments in one of the emerging mobile markets, the United Arab Emirates. The UAE's solution, based on its national identity management infrastructure, is considered a practical case that may help practitioners understand how some foundational concepts of identity management can address challenging system requirements. Since no articles on the topic take a government perspective, this article should enlighten existing literature of what governments' role may look like in the mobile age.
It is structured as follows. In section 2, we provide statistical data around the growing mobile industry. In section 3, we attempt to define and correlate electronic identity and mobile identity, aiming to pinpoint the basic questions about authentication requirements. In section 4, we review a study on mobile identity management practices in Europe. In section 5, we present the case of the UAE, and show how the government is trying to leverage its existing national identity management infrastructure to support a mobile transformation of government services. In section 6, the article concludes with reflections and thoughts for further research.
The Age of Digital Mobility
Mobile telephony meant that instead of calling a place you could call a person. Similarly, having long been seen as a separate place, accessed through the portal of a PC screen, the internet is fast becoming an extra layer overlaid on reality, accessed by a device that is always with you (and may eventually be part of you). In the coming years, that will be the most profound change of all (Standage, 2013) . Digital mobility is perhaps the most important trend emerging from exponential advances in computing and mobile revolution. Digital mobility is not only driving new growth opportunities, but also dramatically changing how business is conducted and customers reach out. While it took AOL 9 years and Facebook 9 months to reach one million users, it took less than 10 days for online gaming tools such as Draw Something and Line Pop to reach a million-user milestone. This is largely attributed to the high penetration rates witnessed by the globally growing enhanced and Internet-capable mobile devices in the last few years. As such, mobilification, the conversion of existing content for use on mobile devices has becomes the new buzz word.
For quite some time, access to the Internet came only through PCs and laptops, or perhaps through a mobile app, but as mobile devices have become more popular and more capable, they have become a far more promising platform (Standage, 2013) . By 2014, mobile Internet usage is envisaged to overtake desktop usage (ibid.). See also Figure 2 . The rise of the mobile internet is also foreseen to transform governments and major businesses. Forrester predicts mobile commerce to reach $31 billion by 2016 (Mulpuru et al., 2011) . Other statistics show mobile payments 1 are considered by far the greatest opportunity for market growth (Kumar and Venkata, 2011) . According to Juniper Research, the sector should grow from $170 billion in 2010 to $630 billion in 2014, due to the increase in use of smartphones and traffic through app stores (Wilcox, 2010) .
Then again, while most organizations in public and private sectors are aware of the rising importance of mobile channels to their customers and their businesses, many struggles to understand how to use this platform to serve and support their customers (Accenture, 2010) . Their visibility is obstructed by technology's evolving and disruptive nature. Their greatest challenge, though, remains identity management.
Electronic Identity
Definitions of digital identity vary with regulatory contexts (Lenco, 2013) . For example, the European Commission's proposed regulation defines electronic ID as -the process of using personal identification data in electronic form unambiguously representing a natural or legal person‖ (European Commission, 2012) . As depicted in Figure 3 , electronic identity serves as a proxy for real identity, be it for an indi-vidual or an organization, and complements the real identity. It then becomes a representation of a set of credentials submitted by an entity to another entity to assert and confirm the identity. Mobile identity is essentially an extension of electronic (digital) identity provided via mobile networks and devices.
Statistics above suggest billions of identities are accessing millions of mobile applications, trillions of times a day. Here lies the criticality of identity and the need for an authentic digital proxy to for the real identity. This in turn leads us to the two dimensions of mobile identity, and prompts us to address a principal question: should we identify the mobile device, or mobilify the identity?
Mobilifying identity is extending a given digital identity to the mobile ecosystem. Mobile identity used to relate only to mobile telephony. Users could be identified by mobile phones through SIM cards and phone numbers. Telecom operators managed identity and access. But as mobile devices evolved from mere voice communication and simple data transfer tools to Internet-capable mini-computers, existing mechanisms failed to be a secure platform for business transactions and service delivery. Mobile devices could be used by anyone, so how could we ascertain that a SIM card is in the hands of the rightful owner? Could telecom operators solve this issue on their own? Will such solutions provide the necessary assurances and address potential misuse concerns and share liabilities? Although solution providers and consultants may come up with shinning answers, existing solutions have yet to convince policy-makers in the government.
In other words, many existing authentication solutions are insecure or inconvenient, and do not holistically address data security and privacy threats. Other challenges also relate to:  Commercial feasibility: cost and scalability of the solution, clarity of the stakeholders' roles, number of concrete customer references;  Technological feasibility: availability of standards, handset support and platform interoperability;  Overall security levels: resistance to man-in-the -middle and phishing attacks, strength of data protection; and  Usability of the solution in enrollment, activation and usage processes. Key issues are device and user authenticity. In business terms, the typical default status we have in mobile environments is an -unauthorized device'‖ (UD) with an -unauthenticated user‖ (UU). So the primary question left to answer is, how can we identify that the mobile device is authorized by its rightful owner? European countries have addressed this issue.
Mobile Identity Practices in Europe
European countries have deeply probed the full impact of digital technologies on their societies (BCG, 2012) . They have hosted substantial work in the field of identity management, which contributes to the expansion of theory and practice. EU countries are recognized for their notable progress in the field of digital authentication platform development (See Annex 1 and 2). Mobile authentication, although not as thoroughly addressed, but are included in part of generic themes. Practices widely vary from one country to another (See Annex 3). Figure 4 summarizes the mobile authentication solutions and citizen e-signature schemes adopted in 37 European countries. Nordic and Baltic countries use a multitude of both password-based systems and PKIs. These systems are run collaboratively with banks and mobile network operators. The majority of the password-based systems are one-time -password (OTP), largely used to logon to online banking sites. Only in two Nordic countries, Denmark and Norway do public authorities institute mobile identities based on OTPs.
Nordic countries are early adopters of mobile PKI solutions in Europe, but mainly run by private parties. Telecom companies and banks have, for instance, developed and operated SIM-based mobile Bank ID in Finland, Latvia, Norway, Sweden, and Lithuania. The only exception is Estonia, where the success of the national eID card encouraged the government to introduce its mobile version, Mobiil-ID.
Germany uses an attribute-based credentials solution. Pre-pilots are underway to test mobile authentication with German eID-cards and NFC-enabled smartphone. Politicians are as yet undecided.
In general, mobile identity solutions used in Europe and applicable worldwide come in one or more of five forms:
1. Username and password authentication; 2. MSISDN (phone number)-based authentication solutions; 3. Simple one-time-password (OTP), generated locally or remotely and sent by SMS; 4. Mobile PKI solutions (SIM-based and server-based); and 5. Smart card with NFC-based approach: using either mobile device to act as a reader and secure element, or through using NFC-enabled SIM. Although the last two approaches listed above boost security, the earlier three are fraught with drawbacks because their overall security depends on that of the GSM network and their authentication process is local to the phone and can be defrauded.
Two of the best authentication mechanisms for providing high levels of security are digital certificates (PKI credentials) and one-time passwords (OTPs). Cloud computing and mobile technology has paved the way for PKI to flourish in Europe and become an IT security game-changer. Turkey, Estonia, and Finland use mobile PKI with special SIM cards. SIM cards come with keys and signature algorithms, where the SIM becomes a -signature creation device.‖ Figure 5 depicts the advantages and disadvantages of SIM-based mo-bile PKI solutions. Attempting to explain this latter approach in more detail, the next section will survey its use in one of the world's renowned identity management infrastructures; UAE.
UAE Smart Government Initiative
The UAE announced recently its intention to deliver all government services through smartphones and devices under a scheme named -Smart Government.‖ The scheme is an extension of the e-Transformation path of government services that work twenty-four hours and operate as a -one mobile stop shop.‖ All government agencies are now mobilifying, developing mobile apps and enabling mobile payments to process government fees. See also Figure 7 . However, the biggest challenge government agencies face remains the identification and authentication of individuals in mobile environments.
The current and widely used authentication approach is still based on usernames and passwords. All mobile phone users in the UAE need to register their SIM cards with National IDs under scheme called -My Number, My Identity‖ (TRA, 2013) .This registration transforms a default -unauthorized device‖ into a registered authorized device. Mobile phone and smart device users are prompted to set a PIN during the registration process for logon. Although the basis of -Authorized-Device-Authenticated-User‖ (AUAD) has been met, the overall approach is still not considered robust in digital security. The UAE is therefore using its existing identity management infrastructure to heighten the security levels in mobile platforms. That infrastructure is based on sophisticated technologies such as NFC-enabled smart cards, biometrics, and public key infrastructure (Al-Khouri, 2011; 2012a). The infrastructure is designed to support both national security and digital economy development (Al-Khouri, 2012b).
Figure 8. Mobilifying the UAE ID card advanced features
As such, the UAE smart identity card comes with a complete digital identity profile, and current infrastructure supports digital identification and authentication of identities through desktops and laptops equipped with smart card readers. The government is now mobilifying its existing identity card features by extending the digital profile to the mobile ecosystem. Figure 8 illustrates the advanced features of UAE identity cards. All these features-the use of multi-factor authentication with mobile phones, and PKI-enabled security levels of confidentiality, integrity, and non-repudiation-has yielded successful test results.
Besides, the UAE has setup a national validation gateway to provide online, real-time identification and authentication services to ID card-based transactions (Al-Khouri, 2012c) . So in principle, the digital and mobile identity involves the use of a national gateway to provide more secure, online, real-time validation, verification and authentication of credentials: card, transaction, and holder genuineness. See also Figure 9 .
Figure 9. UAE Validation Gateway
In the -card present‖ scenario, the digital ID credentials provide the perfect identification and authentication tools for both in-band and out-of-band modes. A mobile device can read the card using contact or contactless interfaces. Thus, whether the device is a phone, tablet, mobile PC, or handheld terminal, if it can read the card, the gateway validates online ID.
This does not thus warrant any further identity or device registration process in the future. The -card genuine‖ check and data integrity authenticates identity, and provides the authentication response to the service provider with the Government Issuing Authority's digital signature. The digital signature certificates in the card, accessible by PIN, allow any transaction. The validation gateway thus provides multiple authentication mechanisms. Figure 10 depicts the range of them.
Figure 10. ID Authentication Platform
In simple terms, and as depicted in Figure 11 , users typically need to download onto their smartphones or mobile devices a government mobile app with NFC reading capability-either built-in or as external plug-in hardware. Users will need to tap their card only when authentication is required, and the phone will act as a secure element that will interface with the validation gateway.
Figure 11. UAE Mobile ID Ecosystem
The above design supports the -card present‖ scenario and provides maximum trust for mobile identities. See also Figure  12 . However, the government comprehends that in the -card not present‖ scenario, ID services need to be just as strong and secure. Subsequently, an identity authentication platform that accords these services using the national identity management infrastructure brings true mobilification of the digital identity.
Figure 12. Authentication scenarios
In the case of the ID card's absence, the challenge is to find additional proxies that serve the real ID as efficiently and effectively. Considering that true mobility goes beyond phones with SIM cards, the ID authentication platform should be able to provide the ID verification and authentication services independent of the devices.
A mobile phone of course serves the purpose of a secure mobile digital ID proxy if the SIM/ UICC 2 registration is done 2 SIM (Subscriber Identity Module) has given way to UICC (Universal Integrated Circuit Card). UICC is the same as the smart chip used in national smart ID cards today and will support mobility as per the GSM Association of mobile operators. UICC is expected to help identify user and application. It has on-board processing capabilities and thus can carry applets and run in conjunction with the national ID card. Thus for every SIM issued, there needs to be at least a one-to-one (1:1) correlation of the SIM with the national ID card. It could then be extended to accord an n: 1 correlation of the SIM with the national ID card (with multiple SIM cards issued to a given national ID). The national ID credentials set is planned to further expand to provide:
1. IVR credentials, by enabling a national ID cardholder to register the ID card with a T-PIN (Telealgorithms. It can communicate using Internet Protocol (IP), the same standard used in the Internet and the new generation of wireless networks. It also can support multiple PIN codes, which better protect one's digital profile and personal information.
phone PIN); 2. An SMS-based credential set, by enabling the registration to an SMS-based challenge-response with a registered phone; 3. A USSD-based credential set by enabling the registration to an SMS-based challenge-response with a registered phone; 4. Biometric credentials, including voice and face recognition; and 5. A call-in (call-back) facility for ID verification and authentication. Major new developments in electronic ID regulation are also taking place in the UAE. Digital identity and electronic signature (e-Identification, e-Authentication and e-Signature) framework is under review by a federal committee. The legal framework is designed to support building trust in digital environments and interactions, and support the transformation of government services through leveraging the national identity management infrastructure. That structure will play a critical role in enabling secure and seamless electronic transactions between businesses, citizens, and administrations, thereby improving public and private electronic services, e-business and e-commerce.
Additionally, the overall framework provides cross-border interoperability of stronger forms of identification and authentication, such as eID. All in all, its e-authentication platform and legal framework show the UAE government plans on more stringent rules for service providers, in terms of security, data protection, and overall trust requirements.
Concluding Remarks
Although technological advances may substantially improve some aspect of an agency's operations, be it a government or a business, they can also create their own set of challenges that must be addressed to achieve the intended benefits. As such, they are double-edged swords (Accenture, 2010) .
The ever-changing expectations of communication options with government agencies and businesses will continue to create need for more tightly integrated experience across various heterogeneous digital channels. Emerging mobile technologies, access, and capabilities will regenerate citizens' expectations for immediate and self-service experiences.
Amid all this, governments need to develop digital mobility strategies and put in place action plans to ensure that they are not left behind. Indeed, the future impact of mobile devices on fields such as insurance, banking, education, training, and healthcare can only be guessed (Jacobson, 2001) .
Establishing trust should be the heart of such plans. Trust is crucial to electronic interactions between users, governments, and the private sector. Governments need to work beyond simple username/password schemes, and provide stronger authentication methods that support security, privacy, and safety in online environments (Lecon, 2013). Building trust in online and mobile environments is critical to the growth of digital identity services and digital economies as a whole, and should become a preoccupation of governments and regulators around the world (ibid).
Governments need to understand that today's digital ecosystem is dramatically different from what it was few a years ago. To protect citizens in cyberspace, all players -governments, network operators, device manufacturers and application/content developers-must work together (Juniper Networks, 2012) .
Identification and authentication issues will, in our opinion, remain a barrier, hindering the full potential of the digital (mobile) economy. Unless we have complete ID authentication architecture, it is practically impossible to prevent masquerades and identity thefts, abuse of the digital ID proxy and fraudulent transactions. Two basic questions will always need to be asked when evaluating any mobile ID solution:
1. How do we ensure that the identity is authentic? 2. How do we prove that the transaction is genuine? The UAE's national validation gateway extension is fundamental for true m-government transformation. The UAE mobile identity authentication architecture provides robust and reliable mechanisms to authenticate mobile identities and pave the way for revolutionary mobilified business models.
We foresee modern national identity programs, becoming more prevalent around the world, would serve the purpose of mobile identity best. Governments have been working eagerly to address cyberspace's challenges and exploit its potential, but success is very limited. To make a true quantum leap, practitioners need to move out of their comfort zones, to examine digital transformation needs. Such examination should take into account overall political, economic, societal, technical, legal and environmental dimensions.
The content of this article aimed to fuel and trigger thoughts in this crucial embryonic field. Subsequent qualitative research could show how governments and businesses worldwide are addressing mobile identity in more detail and attempt to provide a feedback mechanism to understand current efforts and plan for future ones. Further research could also determine the best collaboration models between governments and business organizations in addressing mobile identity aspects. As mobility will likely remain the driving paradigm of technology and computing, research is needed to look at the ecosystem in more universal terms, critically evaluate threats and examine vulnerabilities. This research should guide and enlighten practices, and avoid jumping to -solutions‖ without understanding the problem! 
